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Cyber Time to Cyber Crime - 

TETRA:BURST as a wake-up call for all Critical National Infrastructure

Christian Farrow   May 15th 2025



Resilient Time – Time as an attack vector

 TETRA:BURST attack 
based on spoofing "un-authenticated 
time packets" on the network

All references and all credit due to: 

https://www.tetraburst.com/
Midnight Blue (NL)

https://www.midnightblue.nl/

Allows:
Decryption (real-time or after the fact) of voice/data/SMS
Interception/Injection of data in SCADA-WAN

http://Ahttps:/www.tetraburst.com/
https://www.midnightblue.nl/


What is TETRA?
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What is TETRA?
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What is TETRA?
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Region Notable Countries/Markets Key Sectors/Applications

Europe UK, Germany, Sweden, Spain, Romania Public safety, transport, utilities

Asia-Pacific China, South Korea, Taiwan, India Railways, metro, public safety, indu

Middle East UAE, Qatar, Israel, Turkey Public safety, military, critical infras

Africa South Africa, Swaziland Airports, public safety

Latin America Mexico, Colombia, Chile Police, emergency services, rail, for

North America USA, Canada Utilities, transport, public safety



WSTS25, fasten your seat belts & hold on...

 The next 10 slides are a (super-speedy) high-level view of the 
TETRA:burst attack based on screenshots of Midnight Blue's 
YouTube videos...
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Time as an attack vector?

 Previous talks have focused on 
"de-synchronisation" attacks
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Cyber Security for Time

 Not just threats from the network...
GNSS RF signal inherently vulnerable
 Jamming (DoS) - Spoofing (MITM)
 Space-based attacks, 

Space Weather
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LimeSDR

RasPi Power
(5V USB) 

LimeSDR Power 
(8.4V Li-ion)

GNSS ref
(sync for LimeSDR)

RasPi 4B



Time as an attack tool

• Cache timing attacks
• Race conditions - glitches
• Re-synchronisation attacks 

(keys/random data valid at t0 
time-of-use, time-of-check)

o Kerchoff's Principle
o time broadcast in the clear
o crypto mechanism can be reduced in strength 

(c.f. bidding down)
o reverse engineering of software/firmware yields keys
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VULNS: (May 2024) (Apr 2025)

GNSS 31 35

gpsd 9 10

chrony 11 12

PTP 36 57

NTP 201 221

SNMP 498 546



Designed Secure

 Zero Trust
o Authenticate everywhere, make no assumptions

 Secure by Design
o No secret algorithms, no backdoors, no excuses
o Design to make reverse engineering difficult
o Resilience by default:
 Backup/diverse sync sources, holdover

o Hardware security: ARM CHERI/MORELLO
           (prototype SOCs available since 2022)
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Mitigations: ARM CHERI
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The Morello program aims to assess the viability of the 
Morello Board, a prototype hardware system on chip 
(SoC) employing unique extensions to the conventional 
Arm hardware instruction set that significantly improve 
device security. The Morello Board serves as a real-world 
test platform for the deployment of more secure 
hardware architecture in processors of the future.

https://newsroom.arm.com/blog/morello
The Arm Morello research program led by Arm 
to create a more secure hardware architecture 
for processors of the future. Its unique  
architectural extensions are based on Arm’s work 
with the University of Cambridge since 2015 on 
the CHERI (Capability Hardware Enhanced RISC 
Instructions) protection model.
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 https://www.gov.uk/government/publications/secure-by-
design-problem-book/secure-by-design-problem-book
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Cyber Time: Summary

 TETRA multiple failures in 
    philosophy, implementation

 Zero Trust + Secure by Design
o Architecture
o Hardware, Software, Protocol

including hardening against
reverse engineering
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Christian Farrow B.Sc(Hons) MIET MInstP AFRIN

Chris.Farrow@Chronos.uk  ::  @Chronos_ChrisF  ::  https://chronos.uk

Thank you for your attention

Cyber Time to Cyber Crime

mailto:Chris.Farrow@Chronos.uk
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